






1. DRE = Lever Machine

2. PCOS = Punch Card

3. Vote-by-mail is not private









1. Covert: Paper & electronic counts 
must match

2. Cheap: Very few accomplices if any

3. Assurances: No attacks based on 
unclear data

4. Believable: Only attack swing states



Don’t scale well or are too risky:

1. Ballot Design

2. Voter Registration & 
Authentication

3. Denial of Service

4. Physical Access



Most don’t scale or have data:

 Fleeing Voter Attacks

 Provisional Voter Attacks

 Attacking Individual Machines

 Attacking Vendors

 Attacking via Wireless



DREs Only!



 Very

340: Assume buf is large enough for a token

341: This would be better if it delt[sic] with CStrings

342: rather than with fixed buffers. Gems implemented

343: this at one point.

#define DESKEY ((des_key*) “F2654hD4”)





















 Paper Trails and Audits

 Parallel Testing

 Buddy System and Security on EMS

 No wireless components



 Balance Usability, Cost and 
Transparency with Precinct Systems

 Be wary of Privacy on Remote Voting

 We are not ready for internet voting!

 IPSnail




